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15" iCC: Focus on CAN FD

About 100 participants listened to 22 papers. No doubt, the CAN FD related
presentations were of most interest. Other hot topics were security and the

Internet of Things (loT).

he 15" iCC conference took place in Vienna (Aus-

tria). The first session introduced into some unusual
vehicle applications. Oliver Hrazdera from Rosen-
bauer reported about the usage of CAN networks in
fire-fighting trucks. Several CAN networks are imple-
mented, which are partly interconnected by means of
bridges and gateways. For future functional extension
(e.g. secure communication), he requested more band-
width. Gennady Benderman from Porsche came to the
same requirement. He presented future electric/elec-
tronic (E/E) architectures for front-lights. For future high-
resolution headlamps with thousands of pixels using a
deeply embedded CAN network, the bandwidth of Clas-
sical CAN comes to its limits, because Porsche plans to
control the LEDs pixel-wise. James Meer from Microfli-
ght reported briefly in an ad hoc presentation about
CAN FD standardization in aviation. The responsible
working groups in USA decided recently to support
CAN FD in the Arinc 825-4 specification.

CAN FD related sessions

Magnus-Maria Hell from Infineon provided an update
and summary on the discussion made in the last
one-and-a-half year. He continued were he stopped
at the last iCC. In particular, he explained the
parameters introduced in the new ISO 11898-2 high-
speed transceiver standard. This standard merges
ISO 11898-2, -5, and -6. He explained the conse-
quences for the partial networking respectively the
selected wake-up option. Additionally, he discussed
some network design options to reduce the ring-
ing, e.g. to terminate all nodes. Another possibility
todecreasetheringingin CAN FD networks was presented
by Denso. Yuuki Horii introduced a ringing suppression
circuitry (RSC) based on the idea to change dynami-
cally the overall impedance of the CAN FD network. This
RSC is specified in CiA 601-4, which will be released
soon.




Of course, you can migrate from Classical CAN to
CAN FD strict forward by substituting the CAN hard-
ware, controllers, and transceivers, in all nodes to make
benefit of the higher throughput and longer frames. But
some users require a more soft transition. NXP intro-
duced in Vienna its FD Shield transceiver, which hides
the CAN FD message to the Legacy CAN controller.
Tony Adamson promoted the FD Shield as an interim
solution for a quick integration of Legacy ECUs and CAN
FD nodes in one network as well as a long-term solu-
tion for markets, in which a separation of CAN FD and
Classical CAN communication is not desired due to the
additional costs for the bridge/router device. A simi-
lar approach was presented by Kent Lennartsson from
Kvaser: His CAN-FD Filter transceiver transforms the
CAN FD message to a Classical CAN message with no
data content. These two transceiver solutions seemed to
be more suitable than the partial networking approach.
This is to “switch-off” the Legacy CAN nodes during the
CAN FD communication and to wake-up them again.
The automotive industry is not in favor of such migra-
tion options. The carmakers prefer to migrate com-
pletely to CAN FD, in network segments, where higher
bandwidth is required and to link those segments by
bridge/router devices to segment running Classical CAN
communication.

Even if you would like to substitute the entire CAN
hardware by CAN FD capable semiconductors, you may
need a migration path, because not all micro-controllers
support currently CAN FD. Therefore, Wilhelm Leicht-
fried from Microchip presented a stand-alone CAN FD
controller. He said that such external chips can help
to minimize development timelines and can be more
cost-effective than using high-end MCUs with CAN FD
support.

The developers of software for CAN FD have
already started to migrate to CAN FD — in particular, to
frames with up to 64-byte payload. Dr. Oliver Hartkopp
from Volkswagen presented a comprehensive survey
about the integration, configuration, and usability of CAN
FD in the Linux operating system. He gave an insight
how programming interfaces have been altered in Linux
in an evolutionary way without putting the existing appli-
cation programming concept into question. Some of the
presented ideas may be reused in other embedded set-
ups — some may be too Linux specific to do so. He also
presented the open source implementation of the ISO
Transport Protocol as standardized in ISO 15765-2 sup-
porting CAN FD frames. Peter Decker from Vector intro-
duced the dynamic Multi-PDU-to-frame mapping. This
approach requires in some cases more bandwidth than
an optimized mapping. In the other hand, it is easier to
test complex systems and more important it allows very
flexible system designs and is supported by Autosar.
Holger Zeltwanger presented the CiA 602 application
layer, which maps the current SAE J1939 application
layer to CAN FD frames. The proposed mapping com-
plies with the Multi-PDU-to-frame mapping introduced
by Vector. The CiA 602 proposal is already approved by
simulation and requires without optimization just a third
of the bandwidth when using Classical CAN.
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Figure 1: CiA 602-2 frame mapping multiple SAE
parameter groups into a CAN FD message (Source: CiA)

System design is the most challenging topic in
CAN FD. Dr. Marc Schreiner from Daimler provided some
general rules and recommendations for the physical net-
work design. He discussed the influencing parameters
and critical values of typical components. The main part
of his presentation was focused on topologies and the
possible bit-rates. He reported about his measurement
in different CAN FD topology structures. In his work, the
CAN FD signal asymmetries have been analyzed based
on the RX as well as on a virtual RX signal based on
the differential bus signal. Although the number of
assessed variations was huge (approximately 750 in
total) of course they cannot cover all kinds of CAN FD
topologies that might occur in the field. Nevertheless the
presented measurement results gave a good basic over-
view about the typical behavior of particular topologies
and they might be a good help for a CAN FD system
designer to configure networks in an appropriate man-
ner. It should be noted that the presented results were
valid only at room temperature. Significant changes over
temperature have to be expected if PVC cable is used.
He stated that the other main impact comes from the
transceivers, which can be accounted for by applying
the worst-case ISO values. If the CAN FD system design

Figure 2: Asymmetry in a CAN FD network with line
topology and equally spaced nodes (Source: Dr. Marc
Schreiner, Daimler)

is targeting at 2 Mbit/s and higher in the data phase,
he expected that the best results will be achieved with
the point-to-point and with the line topology. Especially
for conservative system designers, who do not want
to tolerate the uncertainty of ringing in the network, the
pure line topology is the only safe choice according to
the Daimler researcher. Of course, short stubs can be
used — but as short as possible, Dr. Schreiner said.
According to him, ferrite star topology may work as well,
when the branch length is short. The presented graphs
are a good source of orientation.

The University of Brighton presented the simulation
results using the SAE benchmark message set. The per-
formance analysis was realized for worst-case message
delays, average message delays, and bus utilizations.
The worst-case message delay analysis has shown that
with the CAN FD model based on the SAE benchmark
message set, from 1,78 to 3,28 times smaller worst-
case message delays on average can be achieved com-
pared to the Classical CAN model. Similarly, from 1,67
to 4,16 times smaller mean message delays on aver-
age has been observed with CAN FD. In bus utilization
results, almost half the bus utilization values have been
observed with CAN FD. The simulation results have
revealed that the CAN FD protocol provides consider-
able performance improvements in message transmis-
sion speed and bus utilization compared to Classical
CAN.

In order to improve the throughput, Gianluca Cena
from the CNR-IEIIT institute presented a method to pre-
vent bit stuffing. The proposal is suitable for CAN FD as
well as Classical CAN communication. The zero stuff-
bit (ZS) mechanism uses a codec, which can be imple-
mented in software or in hardware. One of the benefits
is that there is no time jitter of the messages depend-
ing on the content. Each message type has always the
same length.

Dr. Arthur Mutter from Bosch explained in detail
the performance of the improved error detection mecha-
nisms in the CAN FD protocol. The four main improve-
ments in CAN FD regarding error detection mechanisms
are: use of CRC polynomials of higher order, inclusion
of dynamic stuff bits into CRC calculation, inclusion of
the number of dynamic stuff bits into the frame, and the
use of fixed stuff bits in the CRC field of the frame. The
results are mainly in the interest of attorneys. They are a
proof that CAN FD is more reliable than Classical CAN.

Security and loT

The two other important topics on the iCC were the Inter-
net of Things (loT) and secure communication. Amir Spi-
vak from Beyond Security opened the discussion with a
proposal to test third-party products and applications for
unknown vulnerabilities. He used a black box test en-
vironment. This means he does not need the source-
code of the ECU under test. In his research he found
out that proprietary protocols are the weakest approach-
es to withstand attacks: “The writers of these protocols
believe that no one can attack the protocol since its for-
mat is unknown. They are very wrong: it’s possible to
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ISHCE
Focus on CAN FD

About 100 attendees listened in Vienna
to 22 presentations and one ad hoc
paper. Many talks were related to CAN FD technology.

Read on

CAN FD products
Microchip goes automotive

Microchip has pre-announced its CAN FD
stand-alone controller and transceiver.

Its daughter company, K2L has launched interface devices
supporting CAN FD to be used with the company’s software
tools. Read on

Transceiver
Filters CAN FD messages

NXP has presented an idea on how to run
Classic CAN controllers in a CAN FD
network. It is based on a transceiver able to filter CAN FD
messages and also the Error frames caused by the Classic
CAN chip. Read on

CAN FD

Recommended practice

CiA has released part 1 of the CiA 601-1
CAN FD node and system design

recommended practice. The series fills the gap between the
ISO standards for CAN FD and the system design

specifications. Read on
IP solution
Non-I1SO CAN FD solution for
automobiles

Arasan’s Total IP Solultion implements
the Classical CAN protocol, as well as the non-ISO CAN FD
protocol compliant to Bosch. The company plans the
developement of CAN FD transceivers, too. Read on

attack (as demonstrated by the black box test approach)
and when attacked, weaknesses are immediately
exposed.”

Dr. Andreas Miller from Bosch presented for the
first time an approach for establishing and refreshing
symmetric cryptographic keys between different nodes
in a CAN network in a plug-and-play manner. “Our
approach captivates by its simplicity, low complexity and
high cost-efficiency, and may be readily implemented
without any modifications of off-the-shelf CAN control-
lers,” he stated (see also the detailed article on page
10). Thilo Schumann from CiA presented the first results
of a secure communication approach in CANopen net-
works. The proposed solution is based on authentica-
tion instead of encryption, because the nodes do not
sent secret data, but should not accept commands from
“strangers”.

Secure communication is needed, when a wire-
less communication links two CAN segments. Derek
Sum from Kvaser presented a wireless replacement for
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Testing of CiA 447 devices

Olaf Pfeiffer from ESA presented at the iCC 2015 the
test of CANopen networks used in special-purpose
cars. The related CiA 447 application layer, recently
submitted to ISO for international standardization, is
suitable for taxis, police cars, ambulances, and car
for handicapped drivers. The introduced CANopen
Test Machine was jointly developed with Daimler. It is
based on Microsoft Vision. The presented test tools
can be used for individual test plans and the CiA 312
test plan, which is under development. In general, tests
implemented based on the CANopen Test Machine
operate directly on the DUT (device-under-test) with
no other devices connected. However, in order to
test a CiA 447 gateway, an additional tester device as
specified in CiA 447 must be present. The test machine
test can then send commands to the tester device to
produce directed or non-directed background traffic of
a specified load.

cables in CAN network systems. The idea is not new. He
discussed the general requirements on security and tim-
ing behavior, especially the real-time behavior, as well
as the data consistency.

Secure communication is also required when
cloud-based maintenance and services should be
used. Dr. Heikki Saha from TK Engineering shared his
thoughts on the example of CANopen-based control
systems. He reported about first CANopen pilot proj-
ects proofing the proposed system integration frame-
work for management process, device, tool, and service
ecosystem into a web-based cloud environment. Further
development in the near future will concentrate on the
improvement of information logistics from design into
assembly line and field service. Configuration packets
are already automatically generated from correspond-
ing CANopen design projects, but measurement set-
up creation from the projects shall be implemented.
One of the missing links for diagnostics is the map-
ping of CANopen services to the ODX standard used
by the automotive industry. This would be helpful in
particular for the mobile machine industry and other
off-highway vehicle fleets.

Erik Halvordsson from HMS Industrial Networks
talked about the Industrial Internet of Things (lloT). He
gave examples (e.g. straddle carriers getting remotely
orders via the web) on today’s integration of CAN-con-
trolled systems into the IT world. Another example
was predictive machine analysis using CANopen data
streamed to SAP’s web-based database.

All papers are documented in the 15" iCC pro-
ceedings, which can be purchased from CiA office in
Germany. The presentation slides are available for par-
ticipants and buyers of the proceedings as PDF files.

The tabletop exhibition

As usual, the 15" iCC was accompanied by a table-
top exhibition. Besides already launched products,

Heartbeat (HB) test
procedure verifying
that the Heartbeat is
sent with a period of
200 ms and a +20-ms
tolerance; the test
ends after 100 periods

the participating companies presented also some
new semiconductors, devices, and tools. Of course,
everyone was looking for CAN FD controllers. Mi-
crochip presented its stand-alone CAN FD control-
ler and its MCP2561(FD) transceiver family. The
products will be available via distribution in the next
year. Microchip plans also a single-chip comprising
CAN FD controller plus transceiver. Renesas showed
first samples of its RH850/F1K micro-controller featur-
ing six CAN FD modules and an additional Classical
CAN module. These chips suitable for gateway solutions
will be available also in 2016. Cypress presented in Vi-
enna its Traveo MCU family with CAN FD on chip. All
these products support the ISO CAN FD protocol. The
Fraunhofer IPMS exhibited its CAN FD core, which com-
plies also with ISO 11898-1:2015. This core supports the
non-ISO CAN FD protocol, too. Vector and K2L present-
ed their tools supporting Classical CAN and CAN FD.
Holger Zeltwanger
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Plug-and-secure communication for CAN

Security is a topic of rapidly increasing importance in automotive as well as industrial
applications. With Bosch’s novel approach, symmetric cryptographic keys between
different nodes in a CAN network can simply be established and refreshed.

he recent trend towards ubiquitously connected systems

— be it cars, factories, or buildings — does not only come
with numerous opportunities and benefits, but imposes also
new security threats with a potentially huge impact. If every-
thing is interconnected and APIs are introduced in order to
facilitate innovative services and applications, the attack sur-
face for malicious manipulations and intrusions is increased
significantly. Without proper countermeasures, hackers may
remotely control cars, eavesdrop on confidential production
data, or manipulate a building automation system.

This threat is reflected by various prominent attacks that
have been performed and published recently. In “Remote
exploitation of an unaltered passenger vehicle” [1], for exam-
ple, the authors describe how they managed to remotely inject
messages to the CAN network of a car and thus affect impor-
tant physical systems, such as steering or braking. The hack-
ers connected to the vehicle via a mobile network. This ledto a
recall of about 1,4 million cars and fueled legislative initiatives
to mandate car manufacturers to support reasonable mea-
sures to protect cars against hacking attacks [2]. More secu-
rity leaks and attacks on cars and other vehicles have been
reported reported [3]-[5]. Remote attacks may easily scale
and hackers do not need physical access to the system
under attack. For example, imagine a scenario with thou-
sands of cars remotely hijacked. Hackers could precipi-
tate a breakdown of the whole traffic infrastructure of a
city or country by manipulating all cars in a coordinated
manner. Clearly, this could not only lead to tremendous phys-
ical damage, but also to a significant impact on the whole
economy and society. Therefore, the support of appropriate
security mechanisms represents a crucial prerequisite for the
success and acceptance of any connected system.

In automotive networks, a secured CAN communication
represents a particularly important building block of security
concepts, since a compromised CAN network can have a
direct impact on people’s safety. When CAN was introduced
in the 1980s, security was not a crucial topic yet, since sys-
tems were closed and isolated. With the increased open-
ness, however, this changes fundamentally. While in principle
suitable concepts and algorithms are available [6], [7], they
are not used yet because other challenges still remain. This
includes proper standardization across different manufactur-
ers and suppliers, but also efficient approaches for establish-
ing, refreshing, and managing the cryptographic keys that are
required for the involved cryptographic schemes.

We therefore propose a novel approach addressing the
latter aspect: this approach is able to establish and refresh
symmetric cryptographic keys between two nodes in a CAN
network in a plug-and-play manner. To this end, special

properties of the CAN physical layer are exploited. It can be
implemented with no or only minor extensions to CAN con-
trollers and it is particularly suited to enhance the security
against remote (and thus scalable) attacks. The generation
of group keys between a group of nodes becomes possible if
the approach is integrated into a suitable protocol flow.

System and attacker model

In the following, we consider a setup as depicted in
Figure 1. Two devices (Alice and Bob) are connected to the
same CAN network segment and want to establish a pair
of symmetric cryptographic keys. Afterwards, they may use
these keys to encrypt and/or authenticate any messages
exchanged between them. In addition, there is also a poten-
tial attacker (Eve) connected to the same bus segment,
which tries to determine or influence the keys to be estab-
lished between Alice and Bob. We make the following
assumptions on Alice, Bob, and Eve:

+ All nodes have a similar setup, made up of a CAN
transceiver, a suitable CAN controller, as well as a
microprocessor running the application software,

« Eve is the victim of a remote attack in the sense that the
original software running on that node has been
replaced by a modified software,

« Eve can eavesdrop on all messages exchanged on the
CAN network. She may also inject arbitrary single bits
on the bus by bypassing the CAN controller and directly
accessing the CAN transceiver from the malicious
software running on the device.

Figure 1: Considered System Model (Photo: Bosch)

It is important to make sure that if one device has
been successfully attacked (here: Eve), the impact on
the overall system is kept to a minimum. In the attack on
a regular car reported in [1], the head unit was successfully
compromised first. With proper security mechanisms in place,
it would be hardly possible for the head unit to control safety-
relevant functions like steering or braking by injecting CAN
messages. However, any security mechanism is only secure

10
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transmitted and thus establish a shared key that is unknown
to Eve.

For the realization, we rely on the property of the CAN
network that bit ‘0’ is dominant and bit ‘1’ is recessive, which
represents also the basis for the classical bus arbitration. If
Alice and Bob simultaneously transmit a certain bit, there
are in total four different cases that may occur. These are
put together in Table 1. If one of the two nodes transmits
a dominant bit (‘0’), the effective bit on the CAN network
is also a ‘0’ and only if both nodes transmit a recessive
bit (‘1’), we also have the recessive state after the super-
position on the CAN network. Therefore, the CAN network
may be considered a logical AND function of the individu-
ally transmitted bits.

Table 1: Possible combinations of dominant and recessive
bit transmissions

. Effective Bit
Alice Bob on CAN Bus

0 0 0

0 1 0

1 0 0

1 1 1

The actual procedure for agreeing on a shared secret
between Alice and Bob is a multistep approach as follows:
+ Alice and Bob independently generate random bit
strings Raice and Rgop Of @ predefined length N.
Example (for N = 10):
Raice =0110100101
Resw =1011010110

+ Alice and Bob extend these random bit sequences
in such a way that after each bit the corresponding
inverse bit is inserted, leading to the modified bit
sequences Saiicc and Sgo, Of length 2N.

Example:
Saice =01101001 10 01 01 10 01 10
Seewx =1001101001 1001 10 10 01

+ Alice and Bob simultaneously transmit the bit
sequences Saice and Sgos, leading to the superimposed
bit sequence S« on the CAN network, which is given
as Seit = Saice AND Sgop.

Example:

Seir =00 00 10 00 00 00 01 10 00 00

Eve may easily determine this bit sequence as well
by means of simple passive eavesdropping on the
channel. Therefore, this sequence does not provide
any direct advantage yet.

« Alice and Bob determine all tuples in S which include
a‘1.

Example: In S.« given above, there is a ‘1’ in tuples
number 3, 7, and 8 (assuming that we start counting the
tuples with 1).

+ Alice and Bob delete the bits in their original random
bit sequences Raice and Rgo, corresponding to the
tuples which included a ‘1’ as determined in step 4.
The results are two shortened bit sequences, denoted
as Kaice and Kgop.

Example: Based on the outcome of step 4, Alice and
Bob have to delete the bits at positions 3, 7, and 8 in

their original bit sequences Raiice and Rgop. We get:

Kaice =014+0106401 =010100"1

Kew =10+#10164+10 =1010110
This is done because whenever the effective bit on the CAN
network is a ‘1’, it is clear that both Alice and Bob must have
transmitted a ‘1”. Likewise, since the two bits in a tuple are
always inverse to each other, it is also clear that in that case
both nodes must have transmitted a ‘0’ for the other bit.
However, exactly the same conclusion can be drawn by Eve
and therefore the tuples including a ‘1’ do not provide
any usable information for us as no secrecy is contained.
For that reason, these bits are simply removed from Sy
+ The resulting bit sequence of Alice is now exactly the

inverse of the corresponding bit sequence of Bob, which is

the established shared secret.

What remains after step 5 are the bits that are different
in the initial bit strings Raice and Reo. When simultaneously
transmitting Saice and Seos, We always get ‘00’ for the tuples
corresponding to these bits. Hence, by eavesdropping on Se,
Eve only knows that Alice and Bob have inverse bits in their
original random bit sequences Raic. and Reop, at that position,
but she is not able to tell which one has the zero and which
one has the one. Alice and Bob, in contrast, know which bit
they have transmitted themselves, they can also conclude
that the respective other peer has transmitted the inverse bit
by evaluating S« and therefore they have a clear advantage
compared to Eve.

With the proposed scheme it is possible to establish a
shared secret between Alice and Bob by means of a simple
public discussion, i.e., by simply transmitting and receiving
CAN frames and interpreting the superimposed frames on
the bus. Consequently, the complexity is extremely low, espe-
cially compared to existing key establishment schemes and
can be done in an automated manner.

In a practical realization, the simultaneous transmission
of the bit strings Saice and Sgq, would be done in the payload
part of a CAN frame. It is possible to implement the proposed
scheme in such a way that other nodes (apart from Alice and
Bob) see valid CAN frames and do not trigger the transmis-
sion of any error frame. The number of payload bits in a CAN
frame is limited to 64 bits in case of Classical CAN and 512 bits
in case of CAN FD and the length of the shared secret is not
constant, but depends on how many values are equal in Rajice
and Rgq. Therefore, the length of the shared secret that can
be obtained from one simultaneous message exchange may
vary between 0 and N, with an expected value of N/2. Since
the initial random sequences are extended by a factor of two
by inserting the inverse bit after each bit and since all these
2N bits have to be transmitted over the CAN network, the over-
all efficiency p, which relates the length of the usable shared
secret after one round of the proposed approach to the num-
ber of required bits to establish this shared secret, is given by

O<sp=<ty,
with an expected value of E[p] = %. This means that on
average four payload bits have to be simultaneously trans-
mitted by Alice and Bob in order to establish one secret
bit. To achieve state-of-the-art security, symmetric keys of
128 bit or even 256 bit are required, which is why a single
run of the proposed approach is not enough to generate a
sufficient number of secret bits. Therefore, suitable proto-
col mechanisms are required, which enable the generation
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of keys of arbitrary lengths. This may be done by repeat-
edly performing the proposed procedure and combining the
secret bits generated during each run.

Our approach cannot only be used to generate keys
of arbitrary length, but to periodically refresh existing keys.
By doing so, certain attacks become more difficult and the
potential damage if a particular key is revealed can be lim-
ited. Therefore, periodic key refreshment is a highly recom-
mended security practice ([10], [11]). For refreshing a key,
a limited number of secret bits is sufficient as they may be
combined with the old key. The procedure can be inserted
into regular CAN communication in order to generate new
secret bits and to refresh the used keys.

Finally, CAN is a multicast-based communication pro-
tocol and messages transmitted by one node usually have
to be received by multiple nodes. This implies that in many
cases not only the communication between two nodes
has to be secured, but rather the communication between
groups of several nodes. Hence, cryptographic schemes
for message authentication, encryption, etc. may only be
applied if all devices belonging to a certain group are in
possession of the same cryptographic key. The procedure
proposed in this paper, however, cannot be extended to a
multi-node setup in a straightforward manner. Nevertheless,
solutions for establishing group keys are available. In the
simplest case, all nodes of a certain communication group
could establish a pairwise key with one particular node of
that group and then this node may generate a group key
and signal it to all nodes of the group, encrypting it with the
previously established pair-wise keys.

Implementation aspects

As already mentioned, the bit strings Saiice and Sgo, should
be transmitted in the payload field of a CAN frame. Without
any additional measures, this may lead to problems and/or
compatibility issues. In a direct implementation, the super-
imposed CAN frame may violate the bit stuffing rule since
even if the individual bit strings Saice and Sgo, adhere to this
rule, it cannot be assured that this is also the case for the
effective bit string Se¢. Other nodes may generate an error
frame if they observe such a violation on the bus and clock
resynchronization may become more difficult.

A solution to fix this problem is to insert a fixed bit
change (‘01" or “10’) in both Saie and Sgo, after each
sequence of at most four bits. This way, Alice and Bob
would always transmit the same two bits at this position
and since the two bits include a bit change, the bit stuff-
ing rule is never violated in the error-free case. This would
come at the cost of a higher overhead. Alternatively, Alice
and Bob could determine on-the-fly when it is necessary to
insert a stuff bit. Both nodes have to read back the effec-
tive bit sequence S anyway and could thus check if there
have been five identical bits and dynamically insert the
inverse bit afterwards. Compared to the first solution, the
additional overhead would be lower, but the complexity
and processing requirements are higher.

A similar problem occurs with the cyclic redundancy
check (CRC) field of a CAN frame in case of a direct imple-
mentation of the proposed approach. Since S,; depends
on both S, and Sg,, the valid value for the CRC field of
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the effective message on the bus is generally not equal to
the superimposed CRC fields of the messages transmitted
by Alice and Bob in case that they calculate the CRC field
in such a way that the transmitted frames are valid. In order
to solve this issue and assure full backwards compatibility
to standard CAN, the correct CRC value that matches the
effective CAN frame on the bus could also be calculated by
both nodes on the fly and then be appended to that frame
after the payload field. While making sure that the effective
frame on the bus is a valid CAN frame (based on existing
specifications), it has the nice side effect that this proce-
dure automatically helps to make sure that both Alice and
Bob have received the same effective bit string S (which
is essential for deriving the same shared secret). If the
two nodes are receiving differing bits, they would append
different CRC fields, which would be detected by one of
the nodes if a recessive bit was overwritten by a dominant
one.

With these approaches to dealing with bit stuffing vio-
lations and the CRC field, it is possible to achieve full back-
ward compatibility in the sense that all frames on the CAN
network are in line with the existing specifications — at least
in the error-free case. Smooth migration paths become
possible, where not all nodes connected to a CAN net-
work necessarily have to support the proposed approach
and existing hardware and software can be reused. We
envision flexible implementation options, where existing
CAN controllers do not have to be modified as long as they
are supplemented by an additional hardware or software
module.

Security considerations

If Eve is only passively eavesdropping on the CAN net-
work, she will not be able to readily determine the es-
tablished shared secret bit sequences Kajce Or Kgop: she
only knows that the remaining bits were different for both
nodes, but cannot tell who has transmitted the zero and
who the one. If, in contrast, Eve is trying to perform an ac-
tive attack, for example by sending additional own bits dur-
ing the exchange of Sajice and Sgon, two different possibili-
ties have to be considered:
+ Eve transmits a recessive bit,
« Eve transmits a dominant bit.
Transmitting a recessive bit is no different from not trans-
mitting at all since a recessive bit does not change the ef-
fective state on the CAN network. Therefore, we only have
to analyze what Eve might does by superimposing another
dominant bit to the bits exchanged between Alice and Bob.
To this end, it is important to remember that with our pro-
cedure only those bits remain in the final shared secret for
which the effective bit on the CAN network was ‘0’ for both
the transmission of the original and the inverse bit. More-
over, if Eve transmits a dominant bit, she cannot tell what
the status on the CAN network would have been without her
transmission. Therefore, we can conclude the following:
Conclusion 1: An active Eve may disturb our procedure
in such a way that the generated secret bit strings Kaice
and Kgo, are actually not equal on both sides. In order to be
able to detect such cases, additional mechanisms should
be introduced, with which Alice and Bob can verify that

they have generated the same bit sequences. This could
be done by calculating and exchanging a hash value of
these bit sequences.

Conclusion 2: An active Eve is not able to en-
force the generation of a particular shared secret be-
tween Alice and Bob (which she then would be aware
of) and/or to learn the shared secret that is estab-
lished between both nodes. This is because Kaie and
Keon depend not only on Se (which may be determined
and influenced by Eve), but also on the bits
of Raice and Rgob, Which are unequal on both sides, and
Eve has no way to determine these.

Conclusion 3: An active Eve may perform a
denial-of-service attack by preventing the establishment
of a shared secret, for example by continuously sending
a frame with the highest priority. However, this threat ex-
ists basically for any scheme since an active Eve could
block any CAN communication on the bus. In this case, the
failsafe mode of all devices should prevent any serious
safety-critical impact.

Conclusion and way forward

Security will play a crucial role for the success and accep-
tance of connected systems. A challenge in this regard is
how to distribute and manage the cryptographic keys be-
tween the involved nodes. We have proposed a novel ap-
proach to establishing and/or refreshing symmetric crypto-
graphic keys between two CAN devices in a plug-and-play
manner, exploiting special properties of the CAN network.
The proposed scheme requires only the simultaneous ex-
change of random bit sequences along with an appropri-
ate interpretation of the resulting effective bit sequence on
the bus. Therefore, it is of very low complexity and may
be readily implemented and integrated in practical sys-
tems. Even though it cannot address all existing security
challenges, it has the potential to become a major build-
ing block for secure CAN communication in future. Also, it
should be noted that exactly the same concept may also
be used in conjunction with other bus systems having simi-
lar properties as CAN. Apart from all CAN derivatives, such
as TTCAN or CAN FD, this includes the LIN- and I°C-bus.

As a next step, the basic idea has to be embed-
ded in a larger framework, including suitable protocols
and mechanisms for synchronized frame transmissions
between Alice and Bob, the establishment of group
keys, the generation of keys of arbitrary lengths and
the like. A first practical proof-of-concept demonstra-
tion is planned. In general, no major showstoppers are
expected in this respect.
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Structured software development

Codesys has extended IEC 61131-3 application engineering by reducing the
development effort that is caused by recurring procedures: The Codesys
Development System provides automated methods.

For certain mobile machines, it is mandatory to fulfill
standard compliances according to IEC 61508 for SIL-2
or SIL-3 safety controllers and their software components,
such as applications and communication-stacks. Tradition-
ally, engineering requires many manual tasks to comply
with the standard. Modern engineering already benefits
from certified communication stacks, for example
CANopen Safety.

For safety development, specific methods are
recommended for the development of life-cycle models. To
reduce the risk of expensive field service operations, the
main focus of the methods must be on coding, debugging,
and testing, followed by concept work and administrative
tasks, such as code management. With automated
methods fully integrated into the Codesys Development
System, the following recommended IEC 61508 methods
can be completed more efficiently and reliably — regardless
of the chosen development model.

The Unified Modeling Language (UML) was invented
to graphically describe different aspects of the application
software. In Codesys, it is possible to use UML in each
IEC 61131-3 project as an additional integrated programming
language, supporting two types of engineering. The class
diagram is a type that shows the internal software structure
by means of interfaces and software classes. The state
chart is used to describe the behavior of the software
during different states. UML state charts are similar to SFC
diagrams and can be used to structure the different logical
application steps.

Codesys UML is an ideal add-on for object-oriented
application programming. Furthermore, it provides an effi-
cient way for communicating with customers and develop-
ers by means of a single tool. It supports continuous engi-
neering in IEC 61131-3 languages based on information
that is part of the UML diagram by reusing UML models in
the application.

The code administration is a non-functional method
for improving the code quality of safety software by means
of prevention. It documents the meta-information. Codesys
SVN extends the capabilities of the Codesys Development
System by interfacing an Apache Subversion server, so
that the single objects that are part of the project file can
be administrated. Thus different developers can work on
dedicated objects of the same project at the same time.
Furthermore, branches of the developed project can be
administered and versioned.

The execution of checklists and formal inspections are
a minimum recommendation for SIL-1 to SIL-4 safety lev-
els, and formal inspections are even highly recommended.

Figure 1: Methodical engineering support (Photo: 3S)

Figure 2: Architectual design with Codesys UML (Photo: 3S)
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Figure 3: Automated quality assessment with Codesys
Static Analysis (Photo: 3S)

for SIL-3 and SIL-4. PLCopen recognized these require-
ments and provides a technical paper with coding guide-
lines for IEC 61131-3 applications as of July 2015.

The primary aim of Codesys Static Analysis is the
improvement of the quality of the application code by
automatic detection of code weaknesses and anomalies.
Using this tool, the manual effort of code reviews and
metrics calculations can be reduced. Codesys Static
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Figure 4: Time analysis on the device with Codesys Profiler
(Photo: 3S)

Figure 5: Automated testing with Codesys Test Manager
(Photo: 3S)

Analysis checks the application code against numerous
integrated coding guidelines and naming conventions.
Furthermore, it calculates metrics of the IEC 61131-3 program.
For a maximum benefit, the tool is integrated seamlessly into
the IEC 61131-3 IDE so that application code import or export
is not required.
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+ Minimum and maximum processing time over multiple
cycles,

+ Number of calls,

« Standard deviation of average measured time.
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=
i
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L

Update Project

L
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Figure 6: Seamlessly
integrated project
administration with
Codesys SVN (Photo: 3S)

After profiling is switched off, the extra measurement
code is deleted automatically, thus no unused code exists
in the final application.

Safety-compliant software testing has to include inde-
pendent test specifications, confirmation of intended func-
tions, and test documentation. The Codesys Test Manager
provides two options for performing tests and fulfilling
IEC 61508 requirements. Tests can be written in
IEC 61131-3 for execution in real time on the controller or
they can be defined to operate via the monitoring inter-
face. The tests can be developed in parallel to the appli-
cation. The planned test cases can be described directly
from the integrated editor and referenced to the appropri-
ate requirement. When the tests have been performed on
the device, the results are displayed in a result window
and can be saved to a file or directly within the Codesys
Development System. With continuous model-based
testing, the functional quality is always transparent and
can be documented properly. Furthermore, the effort for
recurring tests is reduced considerably.

Development tools which provide methodical
development support make engineering life easier.
They reduce the manual effort for safety certifications
and improve the quality of IEC 61131-3 applications in
automation technology. In addition, non-safety applications
also benefit from conventional methods known throughout
the IT world. Although they are not mandatory, these
methods help reduce unwanted application behavior, field
service missions and increase application quality right
away.
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Automatic leveling system for graders

In no other industry, competitive stress is as severe as In the construction
industry. Economic efficiency needs to be constantly improved through
increased working speed and improved quality.

he GRi-P1 Gritzke automatic leveling system for grad-

ers increases the flexibility and productivity of the ma-
chines significantly. This helps save material costs for earth
moving and fine grading. The system can be equipped with
several sensors and it combines easy handling with a self-
explanatory user interface. Each millimeter counts when
miles of road sections under construction need to be grad-
ed to the same level. A grading that is only one millimeter
higher than required can easily cause several truckloads of
additional material.

Laser leveling

Leveling long stretches with millimeter precision is only
possible by applying efficient modern technology. Here, la-
ser-based systems have proven to be particularly accurate,
cost-efficient, and reliable. Function principle: A laser fixed
to a tripod rotates around its own axis to create a laser lev-
el. This level can be adjusted in parallel to the required sur-
face. A vertical photoelectric receptor cell mounted to the
grader blade receives the laser beam.

An intelligent controller tracks the laser receptor
and the grader blade to make sure they are always at
the exact height with the laser projection level. This way,
the driver can focus on the horizontal movements of the

Figure 2: Working surface with following setting options:
“Mast installation” e.g. “search laser” or “park mast’,
automatic mode for the right or the left mast “on / off’,
“mast adjustment on both sides”, as well as current height
indication in 1/10 mm (Photo: ifm)

20



Figure 3: Dennis Blume from ifm on site: The controller
was tested on the machine and the programming
adjusted again and again (Photo: ifm)

Figure 4: Gritzke developed and built the marketable
system in cooperation with ifm Electronic (Photo: ifm)

grader while the blade is automatically kept at reference
height with millimeter precision. To level sloped surfaces,
the laser can simply be adjusted in parallel to the required
slope. Depending on whether the grader movements are
longitudinal, transverse, or diagonal to the slope, different
lateral blade inclinations are required. With laser-based
systems, the blade inclination can be controlled automati-
cally. For this purpose, a second laser receiver is installed
on one side of the grader blade. Alternatively, an inclination
sensor and/or an ultrasonic sensor is used on the blade.

Gritzke Lasertechnik OHG is based in Lemgo, Eastern
Westphalia. It is specialized in the development, produc-
tion, and distribution of construction machine control and
positioning systems. One of its central credos is: Circum-
vent the product monopoly constraints of the market lead-
ers. For this reason, the systems can be installed on any
machine, even if it is already pre-equipped with cables.

To distinguish themselves from common systems,
Gritzke has considered the advantages and disadvantages
of all systems while putting their own ideas into practice.

A new flexible system

In the past, Gritzke used programmed controllers from
different manufacturers to control the leveling systems.
A disadvantage was that the company could not carry
out customer and machine-specific adjustments or soft-
ware modifications as the system integrator. The hardware
manufacturers had the ownership of the software. Individu-
al adjustments or modifications were very time-consuming
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and cost-intensive, or were
refused.

Rolf Oschatz, man-
aging director at Gritzke,
explained:  “About  two
years ago, | decided that
we would develop our
own laser-based leveling
system for construction
machines. The aim was to
offer our customers a com-
bination of special user-
friendliness, high accuracy,
and best-possible compet-

Figure 5: The heart of the
system is a 32-bit controller
from ifm Electronic for mobile
applications (Photo: ifm)

itive price. With our devel-

opment, we basically did not reinvent the wheel, but com-
bined all advantages of the competitive systems with our
ideas and requirements.”

Application know-how is one thing, but when it came
to the heart of the system, the controller and its software,
Gritzke found their present partner, ifm Electronic, more or
less by accident. Rolf Oschatz added: “The development
together with the earlier hardware suppliers was rather
slow. The initially promised support was very hesitant and
consisted of target figures rather than technical support. In
April 2013, at ifm Electronic’s booth at Bauma, | was asked
in an informative conversation if we needed help. Mutual
interest arose quickly. What impressed me in particular:
They did not ask about possible quantities but promised
comprehensive project support.” This was the beginning of
the close partnership between Gritzke and ifm Electronic.
In cooperation with the automation specialist, Gritzke
developed, built, and sold the first German CAN-based
GRi-P1 leveling system for graders.

The following months were characterized by intensive
co-operation. Dennis Blume, sales specialist for control
technology at ifm Electronic, had the lion’s share in sup-
porting the project. This was done in close cooperation
with Gritzke because one important requirement on the
new system was to have Gritzke’s in-house software know-
how. The heart of the installation is the CR0033 CAN-com-
patible ifm controller for mobile applications. Ifm’s CR1084
display with graphics capabilities is used as the operating
unit.

Rolf Oschatz explained: “The cooperation with ifm
was passionate and successful. Often, we tested the soft-
ware and hardware outdoors on the machines till late at
night. Many thanks in this respect to the company Stork
Tongruben und Transportunternehmen in Hiddenhau-
sen who provided us with a caterpillar (Cat D6T) and the
site, a clay pit, for thorough testing. And it paid off: after 18
months, we could implement the system until it was ready
for the market. Without Mr Blume’s exceptional personal
commitment, we would never have achieved this in such
a short time”.

Flexible in the application

The leveling system is the first of its kind to be developed,
programmed, and built by only one supplier. The custom-
er benefits from the fact that adaptations, special custom-

er requests, or improvements can be implemented rapid-
ly. Due to its modular concept, the GRi-P1 Gritzke system
can be used for any kind of laser-based height monitor-
ing and control for different applications as well as for con-
struction machines.

That means that it can also be used on excavators
for depth monitoring, on height and/or pivoting angle lim-
itation, on wheel loader leveling systems, on piling and
drilling rigs, on agricultural machines or on container lifts.
The customer does not need expensive software updates,
since the different applications are already stored and
selectable in one software program. The controller can
also be used on different machines, if required. The cus-
tomer saves the purchase of double components such as
operating unit, central processing unit, or sensors.

By integrating selectable application programs in
a modular device, the development and hardware costs
were reduced to a minimum. The result: The Gritzke sys-
tem costs about one third less than common systems.

High speed - thanks to CAN

It is the first system to use the CAN interfaces for data
transfer. The data can be transmitted up to five times faster
from the laser receiver or from the inclination sensor/ultra-
sonic sensor to the controller. This fast data transmission
and processing in the controller is necessary to ensure a
fast signal chain from the laser receivers to the controller
to the valve control of the caterpillar blade. This is the only
way to enable work with millimeter precision, even at high
speeds. Also the joysticks, switches, and buttons of the
construction machine are polled and transmitted via CAN
to the process control.

If necessary, the user can manually alter the auto-
matic zero adjustment on the graphic operating unit.
Switching — for example to inclination sensor or ultrasonic
sensor (for grading according to a ground reference, e.g.
curb) — can easily be done on the operating unit.

The heart: the controller

A 32-bit controller from ifm Electronic is the brain of the
control system. It has up to 16 multifunctional inputs and
outputs as well as four CAN interfaces. The heart of the
controller is a modern and fast 32-bit processor integrat-

Figure 6: The CR1084 dialog monitor from ifm Electronic
for visualization and data entry (Photo: ifm)
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ed into a compact IP67 metal housing. Its monitoring and
protective functions enable reliable operation even under
extreme operating conditions. The high number of mul-
tifunctional inputs and outputs allows adjustment to the
respective application using application software (IEC
61131-3 with Codesys). Depending on the type of input, a
configuration as digital, frequency, or analog input with di-
agnostic function or as input for resistance measurement
is possible.

The four CAN interfaces are in accordance with
ISO 11898 and support various bus protocols and differ-
ent bit-rates as well as transparent or preprocessed data
exchange. The controllers were specially designed for
robust applications in vehicles and for mobile automa-
tion and can carry out complex and proportional functions
reliably.

Thanks to the closed die-cast aluminum housing with
its protection rating IP67, the PDM360 NG dialog module
can be used outside and inside the cabin — by means of
surface or panel mounting. The scratch-resistant 7-inch
TFT color display with a resolution of 800 pixels x 480 pix-
els and a color depth of 18 bits provides brilliant graphical
representation. For operation, the module has nine backlit
function keys with tactile feedback. In addition, an encoder
with pushbutton or a navigation key is available depending
on the model. The 32-bit controller is programmable with
Codesys according to IEC 61131-3. In addition to the inter-
nal 1 GiB memory, the user can connect external media to
the integrated USB 2.0 port.

Four CAN interfaces (ISO 11898) support CANopen,
J19309, or a free protocol. Together with a 100 Mbit Ethernet
interface and the Linux operating system, a universal plat-
form for networking and communication with other vehi-
cle components is formed. Connection is made via robust
and safe M12 connections. The project benefits from the
application know-how of many years, powerful hardware
and, above all, the will to bring about something special
together.
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Long-Ma: The birth of a hybrid giant

Long-Ma, the dragon-scaled winged horse of Chinese mythology, came to life during
the celebrations of the 50" anniversary of diplomatic relations between China and
France. Dintec managed to power the dragon-horse in only 12 months.

n October 2013, Compagnie La Machine approached
their partner Dintec with the request to power a giant
dragon-horse. It should allegorize Long-Ma, a fabled
winged horse with dragon scales in Chinese mythology.
Very quickly it became obvious that this project would be
like no other. As Long-Ma should come to life within only
12 months and then be the main attraction at the celebra-
tions for the 50™ anniversary of the diplomatic relations
between China and France, the pressure on Dintec was
high. But being an experienced system integrator espe-
cially for off-highway applications, Dintec took on the
challenge and the responsibility for the whole power sys-
tem. Passion for mobile machines and for the entertain-
ment created by the amazing creatures of Compagnie La
Machine allowed Dintec to master the system from power
generation, storage, and distribution to control and sen-
sors. A multidisciplinary team of five engineers started
by understanding the energy balance of the animal and
the constraints in terms of operating mode (hybrid, fully
electric for 45 minutes). After 1800 hours of engineering
work, a hybrid architecture was defined in detail (shown in

Figure 1) and the software for the power management writ-
ten and compiled. Only seven months after kick-off, a pro-
totype of the system could be seen working in Dintec’s
workshop.

Hybrid power pack with noise insulation

In order to supply the 620 V; electric net, Dintec designed
a bespoke power pack driven by a Perkins 6-cylinder Tier
4 Interim engine to lower emissions. The diesel engine is
coupled to a STW Power Mela 140 kW E-machine. Due to
its integrated inverter, the Power Mela permits four-quad-
rant operation and works as a generator. Running at vari-
able speeds depending on power demand, the combina-
tion offers best-in-class fuel consumption. Lots of effort
was also made in terms of power pack enclosure, as the
giant Long-Ma had to remain a silent machine (see Figure
2). Even when the diesel engine starts, advanced noise
insulation keeps Long-Ma quiet.

The main electric consumers are the two 140 kW
E-machines working as motors. They supply hydraulic
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Figure 1: Visual schema of Long-Ma (Photo: Dintec)

power for all movement (head, body, legs, eyes), the controls the electric isolation of the DC bus from
hydrostatic transmission, and the steering system. A the machine chassis. A shortcut here would be
brake chopper has been implemented on the DC bus hazardous to the operators of Long-Ma. All electric com-
to avoid over-voltage in case of hard braking. The ponents (batteries, motors, generator, inverters) are con-
brake chopper is also equipped with an electric nected to the DC bus through small cabinets integrated
insulation measurement system that permanently into the machine.
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The giant also requests
a number of additional
electric networks, so Din-
tec supplied appropriate
solutions  derived from
the 620 Vy. bus. Invert-
ers and filters take care of
the transformation to the
AC world with a 400 V. -
50 Hz (triphases + neutral)
net for air compressors and
water pumps and a 230 V.
- 50 Hz net to power small
AC motors, lights, and
music systems. A DC/DC
converter converts the volt-
age down to 30 V. to sup-
ply fans, controllers, and
lights.

Energy storage and
electronics

After a deep benchmarking
of technologies, taking the
duty cycle of the machine,
its required lifetime, and
the constraints in terms
of use and availability into
account, Dintec selected
Sodium Nickel batteries
for their high power and
energy density and sup-
plied five sets of 23,56 kWh
each fitting to the 620 V.
net and weighing a total of

1000 kg. While each set
features its own cooling
system, the batteries are

Figure 2: Power Pack
design and manufacturing
(Photo: Dintec)

designed to be charged
from the grid but can also be directly charged from the
embedded power pack when necessary.

Animating such an animal smoothly and realistically
means over 50 speed and position regulations for the move-
ments of the head, the body, the legs, and the displace-
ment (hydraulic propelling and steering). To handle these
numerous functions and the communication between the
24 HMIs (display, joysticks, keypads) and more than
200 sensors (angles, length for cylinder heads, pres-
sures, temperatures, etc.), a complex network of 16
embedded controllers communicating through 17 different
CAN networks was defined.

An ESX-3XL control unit was selected as the center
and brain of the system. It can handle up to 124 I/Os, has
four independent CAN interfaces, and offers the computing
power and memory to run sophisticated applications. Steer-
ing and propelling are managed through the off-the-shelf
STW ESX-C, which is capable of controlling the rolling chas-
sis. Another ESX-C control unit with two CAN interfaces
was used to implement the power management algorithms.
These are capable of permanently adjusting the power

generation to the machine requirements and make sure all
requested movements are operated at the right speed. Two
ESX-IOX and eleven ESX-IOXp decentral I/O control sys-
tems were deployed for the hydraulic movement control of
the head, legs, and eyes. Efficient communication between
all these CAN participants was established. Lastly, an ESX-
C2C with mobile communication capabilities was added so
that diagnosis, software updates, and machine follow-up
could be done remotely using Dintec’s web server.

Finding its home in China

After intensive testing in Nantes, France, Long-Ma
passed all controls and certifications handled by TUV Bel-
gium, which is specialized in unusual and therefore spe-
cial applications. Long-Ma then left Nantes in September
2014 aboard an Antonov 124 to land the next day in Bei-
jing, China. After being re-assembled and after several
days of testing and rehearsals for the ceremony, Long-Ma
performed three days of intensive shows, leaving the
Chinese public with unforgettable memories. Finally,
Long-Ma returned back to Nantes in June 2015 for a
couple of presentations and performances. After those,
Long-Ma will permanently stay in China as part of a larger
project.

Both companies — Dintec as the System Integra-
tor and STW as the provider of the controllers, the elec-
tric generator and motors — were proud to work on a
project of this scale. This pride reached its peak when after
12 months the engineered system gave life to the ani-
mal which took part in the big show for the celebrations
of the 50th anniversary of China’s and France’s diplo-
matic relations. This project could be realized on time
only due to the long-term relationship between Dintec
and STW. Only because of this relationship, the require-
ments of the machine manufacturer could be met as
technical challenges could be solved through seamless
communication.
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Tomorrow’s mobile machinery

Control systems usually do not consist of only one ECU anymore — they are
composed of a number of different units. The first and obvious idea — connecting
all devices to the one and only bus — is often not the ideal solution.

Figure 1: Example for a modular system
architecture (Photo: TTControl)

or various reasons, such as reliability, safety, and
bandwidth, it might be necessary to:

« connect two ECUs with one (or even more) separate
bus(ses) (point-to-point),

« separate “safety relevant” and “comfort features” by dif-
ferent busses,

« offer a debug/monitor interface to the system that is sep-
arated from the operational bus.

Aspects like these lead to systems that not only con-
sist of multiple ECUs but also of multiple bus systems for
connecting those ECUs. CAN (and its higher-level protocols
like CANopen, CANopen Safety, J1939, Isobus...), as a well-
established standard for this purpose, is used in uncount-
able systems today and still is the number one choice control
network for mobile machines. This article will not only con-
centrate on this technology, its strengths and its limitations,
but will also point out other technologies that complement
the capabilities of CAN.

Why is one ECU not enough?

Many reasons can lead to architectures with more than one
ECU. The most common are:

Not enough 1/O-pins for the system available on one
ECU: The typical solution for this problem is to extend the 1/0
capability of the master device with as many slave devices
(operating as intelligent 1/0-modules) as necessary. Even
high-end ECUs like TTControl — Hydac International’s HY-
TTC 580 with its 96 I/Os — reach their limits in very complex
applications. Based on a powerful network concept, this can
easily be handled with distributed control systems.

Sensors/actuators spread over long distances: In order
to reduce wiring costs or to increase measurement accuracy,
it can be helpful to place 1/0-modules as close as possible
to sensors (this also applies to EMC-sensitive actuators) and
connect this unit to the supply and bus lines of the system.
This does not only increase the signal quality because of
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less noise due to shorter analog connections, it also reduces
the wiring effort significantly.

Modularity — usage of existing blocks: Based on already
existing modules (such as a multiple-valve block with a CAN-
interface), it might be easier and more cost efficient to use
a proven-in-use component for a specific purpose and just
connect the master control unit via CAN. A generic device
optimized for this purpose is the HY-TTC 30 10-module. If
functional safety is required for the I/O slave, the HY-TTC
30XS or HY-TTC 48XS can be used providing CANopen
Safety communication.

What has to be taken into consideration when using
such an architecture is the fact that for high-dynamic control
applications not only a high-performance control unit for exe-
cuting the control algorithms is needed, but sufficient band-
width also has to be provided between the master control
ECU and multiple I/0O-modules. If the CAN bandwidth limita-
tions do not allow for multiple I/0-modules connected to one
CAN interface, the master control ECU has to provide mul-
tiple CAN interfaces.

Increasing system robustness

For increasing the robustness of a CAN controller network,
it is a common practice to separately connect groups of
devices to different CAN networks, sometimes even only two
devices in a point-to-point-connection to make sure no other
device can disturb the communication between the others,
for example because of a malfunction.

By following this architecture pattern, it is easy to
define several shutdown-levels that — depending on the
devices that show a malfunction — can offer at least a
LIimp home“-mode performed by a couple of high-reliable
devices responsible for the core functions of a system. The
number of separate CAN networks definitely should not
depend on the number of available CAN ports on the mas-
ter device, but should be based on system architecture and
safety aspects. Therefore, a master device with sufficient
CAN interfaces is a mandatory precondition.

There are uncountable devices available on the mar-
ket that can be connected to a CAN network, but still there
are some differences, not only when it comes to pure oper-
ational functionality, but also concerning commissioning
support, variant handling of devices, and enabling easy
servicing, to mention just a few of them:

Auto bit-rate detection: With this feature, setting up
a network as well as exchanging a device due to main-
tenance reasons becomes much easier. If, for exam-
ple, the master device has a preset bit-rate and all other
devices then adapt their settings to those defined by the
master, it then becomes unnecessary to configure every
single participating device upfront to prevent a communi-
cation breakdown (bus-off) on the whole network, which
happens if there are different participants with different
bit-rates in the network. Automatic bit-rate detection also
makes it much easier for a debugging/diagnostic interface
to connect to a system without any need of communication
parameter setup.

Configurable termination: A CAN network needs termi-
nation at both ends. Those are usually built into ECUs but if
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Figure 2: Combining bus technologies — a win-win situation
(Photo: TTControl)

identical and decide which messages to send and receive
based on a location ID that is dependent on the system wir-
ing) but only one of them shall terminate the bus, one can
either integrate the termination resistor in the system cabling
or the intelligent I/O-module can — again based on the con-
nector wiring — activate or deactivate the integrated termina-
tion resistor.

Complementing a CAN network

CAN is a well-established standard for connecting automa-
tion devices, but there are other technologies with their indi-
vidual advantages that can add value to a automation sys-
tem:

Ethernet: Two aspects make a high-bandwidth connec-
tion a good choice in an automation system: First, for debug-
ging, downloading, logging, and a lot of additional supporting
activities besides the operational mode of the system, the
bandwidth available on an Ethernet connection reduces
cycle time for development and maintenance drastically.
Second, for the operational mode of a system, higher band-
width can for example be demanded for visualization, pro-
cess monitoring or video streaming for rear-view cameras
of vehicles.

Combining the advantages of the easy and cost-effec-
tive wiring of CAN and the high-speed data communica-
tion of Ethernet, automotive physical layer technologies
like BroadR-Reach will also soon emerge in off-highway or
mobile applications. Demand for deterministic communica-
tion technologies can also be fulfilled by Deterministic Eth-
ernet standards such as TSN (Time-Sensitive-Networking)
and Time-Triggered-Ethernet (SAE AS6802).

LIN: The network offers a cheap and easy-to-implement
bus connection for low-cost-devices with reduced bandwidth
demands.

The ideal master control unit therefore not only sup-
ports multiple CAN interfaces, but also connectivity for all
other communications technologies that are used in the
system, at least for the high bandwidth technologies. For
example, TTControl — Hydac International’s HY-TTC 580 is
equipped with seven CAN channels, as well as Ethernet, a
serial interface, and LIN.

CAN is nowadays a well-established standard for con-
necting control units in distributed control systems and will

Figure 3: Separate CAN networks for increased robustness
(Photo: TTControl)

also stay one of the main technologies for connectivity for
the near future. There are other communication technolo-
gies that can — and in modern systems gradually will — sup-
port and complement the CAN interconnectivity between
electronic control units for several reasons. One of them
is the need for higher bandwidths that also make very
powerful ECUs necessary to be capable of handling this
large amount of data and also perform gateway tasks in the
background while executing controlling applications.

Author

Alexander Schramek

Project Manager Off-Highway
TTControl

www.ttcontrol.com
office@ttcontrol.com

30


http://www.ttcontrol.com
mailto:office@ttcontrol.com

CAN-Repeater
CGFL

CAN-LWL-Router

CAN Products

for your requirements

CAN-Repeater

CRep DS 102

* Repeaters for different network topologies

* Stub line connection of networks segments

* Optical fibre connection of copper networks

* Cascadable star wiring for up to 24 CAN
channels with star repeaters

CRep S8C

Sonnenhang 3

D-85304 limmunster
Tel.: +49-8441-49 02 60
Fax: +49-8441-8 18 60
www.ems-wuensche.com

EMS

Thomas Winsche



http://www.ems-wuensche.com
http://www.lipowsky.de

=
B
S
77

| abview with embedded Linux on ARM

More and more embedded systems develop into distributed, networked
systems. To solve this new complexity, Labview combined with embedded
Linux and a dual core ARM system-on-module is one useful method.

Figure 1: Business card
format SOM with multicore
ARM-Cortex A9, FPGA, and
full Labview support controls
a high efficient solar power
plant called the Sunflower
(Photo: Schmid Elektronik)

Conventional product development with embedded sys-
tems usually requires dedicated hardware with specif-
ic 1/0s. A micro-controller, DSP, FPGA, or a combination
of these serves as the brain. The programming languag-
es C and VHDL have been the de facto standard so far,
but the industry is changing. The conventional approach is
being questioned as more and more embedded systems
develop into distributed, networked systems, thus forming
a completely new league. New ways of thinking and new
techniques are required to manage the related increase in
complexity. The high degree of abstraction of the graphical
programming language Labview is one efficient approach
to this end, combined with the flexibility and stability of Em-
bedded-Linux and the raw power of a dual core ARM sys-
tem-on-module (SOM) with FPGA.

The RIO SOM by National Instruments is as small as a
business card. Its operating temperature range of -40 °C to
+85 °C makes it suitable for industrial applications. It is
energy efficient and provides the functionalities typically
required by smart embedded systems. The high-speed CPU
consists of a ZYNQ system-on-chip (SOC) by Xilinx, with a
667 MHz dual core ARM Cortex-A9, Artix-7 FPGA, external

512 MiB DRAM, and 512 MiB flash memory as well as com-
munication functions like Gigabit Ethernet, CAN, USB 2.0
host/device, SD card, and serial interfaces. These are linked
to the baseboard via a rugged 320-pin connector, including
160 GPIOs of the FPGA. The baseboard conditions the bare
TTL signals and contains further customer specific hard-
ware devices as well as supplies. These features do not dif-
ferentiate the SOM from conventional embedded systems.
However, it can be programmed in Labview, which is a major
advantage resulting in a higher development speed for pro-
grammers who often work under time pressure.

Development time — the new currency

How can a small team achieve big results? First of all, dif-
ferent programming models can be used as flexibly as a
Swiss Army knife, tailored to suit the task or the devel-
oper’s preference. A control engineering concept, for in-
stance, can be implemented and executed in the Mat-
lab notation. It can be included in the graphical Labview
block diagram like differential equations created with mod-
el based design. Statecharts on the other hand simplify
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the complex processing logic, and a C code interface pro-
vides the inclusion of existing C algorithms or direct ac-
cess to the Linux operating system. Second, Labview pro-
grammers directly benefit from support without any further
development effort: from libraries for mathematics and sig-
nal processing, toolkits (e.g. filters, controllers, sound and
vibration, vision, motion) and real-time synchronization of
decentralized systems to advanced operating strategies
(smartphones, tablets) and data communication (Cloud,
real-time Ethernet). Third, the timing, operating system,
multitasking, multicore, and underlying hardware are con-
veniently abstracted. Thus, the Labview application can be
downloaded and executed in real-time to own embedded
hardware, without any in-depth knowledge of the underly-
ing details.

Flexibility and security of Linux

The widely used, popular operating system Linux and the
related ecosystem open up new possibilities to the Lab-
view community:

+ The Angstrom Distribution, optimized for embedded
applications, is installed with a repository on the NI
servers. The Labview diagram is mapped 1:1 onto the
Linux operating system according to the Posix stan-
dard. There, the Sandbox of the Linux ecosystem can
be deployed, for example, for downloading an SQL
database, Apache webserver, or QT GUI with the
package manager Opkg.

*

The Busybox is a tool for typical embedded tasks, from
file system access, system time and, small DHCP client
to sleep mode and system reboot.

+ Labview has access to the Linux command line, fa-
cilitating the direct execution of system commands
as well as live management of file system and user
permissions.

« Powerful script languages are available, such as
Python.

« With TCP/IP, Labview uses Localhost to tap the servic-
es of other Linux processes, the so-called daemons.

o The libraries of the Linux operating system can be ac-
cessed via the native C API of Labview. In addition, ex-
perienced Linux users can configure and recompile the
Kernel individually.

U boot — widely used, not only in embedded Linux
applications — serves as a bootloader. The kernel is started
and initialized based on System V, which facilitates the start
of user specific processes. Via one of the shells, the sys-
tem can be managed by means of an external terminal like
Putty (Figure 2). A web-based graphical configuration tool
would facilitate the process even further. Instead of using
FTP, data is exchanged via WebDAV, an industry standard
for secure data transmission on HTTP basis, which is also
used by Dropbox.

Particularly in the network of smart embedded sys-
tems, timing is the greatest challenge. Timing is an inte-
gral element of the language in Labview, as it has always
gone hand in hand with industrial process measurement
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Figure 2: The SSH (secure shell) facilitates the
management of Linux on ARM and the use of various
command line services (Photo: Schmid Elektronik)

and control hardware. Graphical multitasking programming
requires operating system functionalites like scheduling. Six
schemes are available to this end. Cron facilitates the execu-
tion of repetitive tasks down to [min] resolution, e.g. deletion
of logfiles or frequent e-mail checks. The CFS (completely
fair scheduler) mainly serves to implement work tasks that
are not time-critical but still efficient. If [ms] response times
are required, the kernel can be configured as preemptive.
For time-critical tasks with a required jitter of 10 ys to 100 s,
the Linux kernel is patched with “PREEMPT_RT”. The FPGA
is used for hard real-time in the one-digit [us] or even [ns]
range. Due to Labview’s multicore support, graphical tasks
can be directly assigned to a processor core.

Programming the FPGA with a mouse

The Artix-7 FPGA hardware is software-reconfigurable and
suitable for parallel processing (Figure 3). Time-critical tasks
and 1/Os are delegated to this hardware to reduce ARM pro-
cessor load. Practicable functionality as well as the related
timing are two crucial parameters. So far, the programming
of FPGAs has required specific expertise. With Labview,
even engineers without such expertise get access to the
powerful technology of reconfigurable logic. Using intuitive
functional blocks, a range of analog, digital, and serial pro-
cess signals can be integrated, linked, and preprocessed in
parallel before being transferred to the ARM processor. The
functionality of the application to be mapped is directly lim-
ited by the number of available gates. Consequently, avail-
able information on how many gates are required for each
specific operation (addition, filter, FFT) is a valuable basis of
decision-making regarding the functional scope that can be
implemented as a maximum. In the context of timing, even
application programmers with graphical programming pref-
erence think in ticks, the smallest FPGA time increment in
the nanosecond range. It defines how much time is required
by logical and mathematical operations and 1/O accesses,
providing target values for system timing.

In the software design process, the embedded applica-
tion has to be split between ARM and FPGA. The ARM pro-
cessor is in charge of high-level main functions. Low-level
details like device drivers, time-critical code, digital filters,
combinational and sequential logic, scaling, fixed point, and
integer arithmetic, are preferably outsourced to the FPGA.
The NI Labview FPGA diagram is synthesized in VHDL

code, compiled to firmware/bitfile by the FPGA tools and
downloaded to the FPGA.

Almost any commercially available I/O component can
be connected to the SOM through a baseboard (Figure 6)
and controlled with Labview, e.g. via digital 1/Os, synchro-
nous (SPI, I12C) and asynchronous (UART) serial interfaces
or parallel high-speed bus systems. Typical examples are
analog 1/0, PWM, counters, encoders and digital I/O, wire-
less/WLAN, RFID, GSM/GPRS, GPS, Zigbee, and color
TFTs with CAP/multi-touch. The hardware can be adapted
to any task as regards shape and function. To achieve such
flexibility, the first step is to develop hardware in the form of a
baseboard, a task usually required in a dual-plate approach.
The most critical circuits around the CPU and memory are
already implemented on the plugin SOM.

Individual hardware drivers with Eclipse

In the Labview application, external /0O devices are acti-
vated through intuitive virtual instruments (VIs). Low-level
drivers are required to this end. If the devices are connect-
ed to the 160 FPGA pins, drivers can be implemented with
a similar technique as for Compact RIO. If they are con-
nected directly to the ARM processor and the BSP (board
support package) has no driver, Linux offers the following
three options:

+ If the driver is available as executable, it can be
executed in Labview directly through the command
line VI. Here, Labview is logged in as “lvuser”.

« Otherwise, the executable is generated with the Eclipse
IDE (Figure 4) and executed like in the first option. To
this end, the driver has to be available as C/C++ source
code. Due to access through the operating system,
response times in the two-digit millisecond range can
be achieved.

+ Alibrary (shared object) is generated with Eclipse and
addressed in Labview via the C API (Figure 5), similar
to a DLL under Windows. Compared to the both
previous options, direct access to the C library now
facilitates timings in the two-digit ps-range.

System-on-module in a solar power plant

With the Sunflower, a Swiss company brings solar energy
to the remotest places on earth. No matter where you live,

Figure 3: The true parallelism of FPGA programming
comes closest to the Labview data flow paradigm
(Photo: National Instruments)
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Figure 4: Labview executes a Linux executable compiled in
Eclipse (right) via the command line VI (virtual instrument,
left) (Photo: Schmid Elektronik)

¢

Figure 5: Through its C API (application programming
interface, left), Labview accesses a Linux library generated
in Eclipse (*.so = shared object, right) (Photo: Schmid
Elektronik)

you get cooling in summer, heating in winter, clean drink-
ing water, and even fuel. The key of the solar plant is to
concentrate solar radiation in the focal point of a dish with
a factor of 2000 and extract energy with an efficiency of
80 %. This is achieved with ultra-high efficiency solar cells
and a cooling system of IBM. The Sunflower weighs 18 t,
is 10 m high and produces up to 300 kWh of energy during
a sunny day. It consists of three main elements: the optics,
the receiver, and the tracker.

The optics is represented by a huge 40-m? dish. Its
main function is to concentrate solar rays in its focal point. To
achieve this, the dish contains 36 elliptic mirrors. On each of
these mirrors, a very thin, silver coated foil similar to choco-
late wrappers is applied through a very small vacuum. That’s
why they are also called pneumatic mirrors. A solution like
this is much lower in cost compared to warped solid state
mirrors. The dish is covered with an inflated, robust plastic
membrane. The reason for this is twofold: First, the dish has
to be protected from the environment such as rain, sand, and
other dirt in order to keep the mirrors clean. Second, to pro-
tect wildlife such as birds from the sunflower. The inflation is
achieved with a pneumatic system consisting of fan blower,
compressor, and an accumulator that are located in the pole
of the sunflower.

An sbRIO-9651 SOM as the system’s brain moves the
dish continuously towards the sun and connects to dozens

Figure 6: The SOM (black) is plugged onto a baseboard
(left) of an individual form factor, which contains customer
specific hardware (right) (Photo: Schmid Elektronik)
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of sensors through a baseboard (Figure 6). Stepper motors
move the two axes of the tracking system using absolute
encoders in the feedback loop. In order to keep production
costs low, the motor driver has been implemented with dis-
crete electronics such as transistors to drive the PWM. The
tricky thing to handle was to connect to the encoder using
CANopen to the FPGA. The solution is a micro-controller,
featuring CANopen in its silicon, connecting to the system-
on-module with SPI and acting like a translator. On top of
that, the CAN network of the ZYNQs ARM, linked with Lab-
view Realtime, was also connected to the CANopen net-
work. This link is mainly for servicing the CANopen sensors
during configuration mode. As for the encoder, this meant
configuring the sampling rate of the encoder signals on the
CAN network.

Next, a commercially available sun sensor is con-
nected via Modbus RTU. A local weather station delivers the
local temperature, humidity, pressure, wind force, and direc-
tion over the TCP/IP-Modbus. The VPN access is realized

with a netmodule, connected via Gigabit Ethernet. A dis-
tributed sensor network including pressure-, temperature-,
and humidity sensors is connected by CAN and helps the
controlling unit to maintain a stable climate within the cov-
ering membrane. All other devices such as the fan blower,
compressor, and electronic valves are controlled by a robust
24-V PLC type of digital signals.
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80 % energy efficiency from solar concentration

Airlight Energy, a

Swiss-based  supplier

of solar power tech-

nology, has partnered

with IBM Research to

bring affordable solar
technology to the market. Their High Concentration Photo-
voltaic Thermal (HCPVT) system can concentrate the sun’s
radiation 2000 times and convert 80 % of it into useful energy
to generates 12 kW of electrical power and 20 kW of heat
on a sunny day — enough to power several average homes.
The stand-alone dish provides electricity, heat, hot water,
and conditioned air (through a chiller) all at the same time.
The system, which resembles a sunflower, uses a parabolic
dish made of patented fiber-based concrete. The concrete
can be molded into nearly any shape in less than four hours
and has mechanical characteristics similar to those of alumi-
num at one-fifth the cost. The photovoltaic chips, similar to
those used in orbiting satellites, are mounted on micro-struc-
tured layers that pipe treated water within fractions of millime-
ters of the chip to absorb the heat and draw it away 10 times
more effectively than with passive air cooling. The +85 °C to
+90 °C hot water maintains the chips at safe operating tem-
peratures of +105 °C, which otherwise would reach over
+1500 °C. The entire system sits on a sun tracking system,
which positions the dish at the best angle throughout the day
to capture the sun’s rays.

“The direct cooling technology with very small pump-
ing power used to cool the photovoltaic chips with water is
inspired by the hierarchical branched blood supply sys-
tem of the human body,” said Dr. Bruno Michel, Manager of
advanced thermal packaging at IBM Research. With such a
high concentration and based on its radical design, research-
ers believe that with high-volume production they can achieve
a cost two to three times lower than comparable systems.
Based on its current design, scientists estimate that the oper-
ating lifetime for the HCPVT structure will be up to 60 years
with proper maintenance. The protective foil and the plastic

elliptic mirrors will need to be replaced every 10 to
15 years depending on the environment, and the photovoltaic
cells need replacing every 25 years.

Greenpeace named the Sunflower the number one solar
wonder of the world because it can “not only provide electric-
ity — it can also desalinate water for sanitation and drinking. A
group of several solar generators could provide enough fresh
water for an entire town. The sunflower operates by tracking
the sun, so that it always points in the best direction for col-
lecting the rays — just like a real sunflower!” The system can
be customized with further equipment to provide drinkable
water and air conditioning from its hot water output. For exam-
ple, salt water can pass through a porous membrane distilla-
tion system, where it is vaporized and desalinated. Such a
system could provide 30 | to 40 | of drinkable water per square
meter of receiver area per day, while still generating electric-
ity with a more than 25 % yield or 2 kWh per day — a little less
than half the amount of water the average person needs per
day according to the United Nations, whereas a large multi-
dish installation could provide enough water for a town.

Scientists at Airlight and IBM envision the HCPVT sys-
tem providing sustainable energy to locations that need both
outputs of the sunflower: energy and heat. Possible loca-
tions around the world include
southern Europe, Africa, the
Arabian peninsula, the south-
western part of North America,

South America, Japan, and
Australia. In addition to resi-
dences, additional applications
could include remote hospitals,
medical facilities, hotels and
resorts, and shopping centers.

Annegret Emerich

Youtube
Airlight Energy and IBM Bring Solar Electricity and Heat to Remote
Locations
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Customized CANopen tools made easy

Instead of inventing the wheel again and again, standardized, CANopen
compliant APl may be used independently of programming environments

and applications.

here are many kinds of CANopen equipped applica-

tions on the market. Most of them are test and com-
missioning tools for individual devices and entire systems.
Traditional implementation approach has been either to
implement separately only some CANopen services or link
an entire CANopen stack into an application as a source
code. The first approach has been typically frame-ori-
ented, and thus lead into very constrained functionality
and regular tool updates, according to the updates in the
corresponding device. Latter approach typically has not to
be updated so often, but the use of a CANopen stack as
a source code with all possible extensions in the applica-
tion-programming interface (API) may lead into unneces-
sary complexity. Both alternatives do not help in the devel-
opment of next products, because of the constrained or
complicated APl usage. Moreover, application specific
implementation leads into testing the same basic CANo-
pen features from application to another.

However, sufficient CANopen API for any kind of pur-
poses can be kept very simple. Only the standardized com-
munication services may be considered. In commissioning
tools service data objects (SDO) play a primary role, option-
ally in conjunction by the heartbeat consumer. Commission-
ing tools may additionally require process data object (PDO)
support, because fine tuning of some runtime parameters
often need to be adjusted. Furthermore, an emergency con-
sumer is needed in order to provide comprehensive state
management in conjunction with the other services.

This article presents an approach with CANopen imple-
mented as highly re-usable library external to the applica-
tion. Python is used as an example application programming
language. A concept, how the external CANopen library
concept works is presented after details behind selection
of Python and before the details. The first detailed section
presents main differences between IEC 61131-3 and Python.
The second detailed section introduces object access mech-
anisms. Next detailed sections describe, how signals dif-
fer from parameters and how signals and parameters may
be accessed consistently. The last section sets concluding
remarks and proposes some further development.

Python

Python was chosen as an application development envi-
ronment, because of its numerous advantages. It is avail-
able for free and there exists a large community provid-
ing support and knowledge pool in various discussion
forums. Furthermore, it is a very productive high level lan-
guage. Due to the large community, the large number of

free libraries for various
purposes, increase the
development  efficiency
further. The operating sys-
tem (OS) independence
provides not only support
for several operating sys-
tems, but also an eas-
ier upgrade path between
operating system ver-
sions, which has been a
major problem especially
between various Microsoft
Windows versions.

Python also supports OS-independent GUI implemen-
tations. There are various graphical user interface (GUI) tool-
kits available. Tcl/Tk based Tkinter is built-in into the Python
environment. There are also additional widgets available for
Tkinter, which are supported by Tcl/Tk, but not by Tkinter by
default. There are also QT-based toolkits for those who pre-
fer QT as a GUI environment. When OS-independence is
important, special attention shall be paid on finding out the
potential issues with QT among the operating system.

Figure 1: Software layers

CANopen library concept

The entire CANopen implementation has been encapsu-
lated into an independent library with a standardized API. It
was found, that APl according to CiA 302-4 [5] and CiA 314
[6] works extremely well, independent of the programming
language. The main advantage of the library implementa-
tion is, that it works like a CANopen interface of a program-
mable logic controller (PLC), which enables a direct use
by PLC programming experts, without learning lots of new
things. Newcomers need to learn only a single API, which
applies for both supporting tools and PLCs. Another signif-
icant advantage of such library is, that due to a re-use of
it with various applications, it will be continuously tested.
It has been proved, that the use with various applications
rapidly reveals the problems, due to the large number of
use cases.

Everything with the external library works in a
CANopen way — through the object dictionary. In addition,
due to the standardized API [6], everything may be adjusted
also from the application — through the object dictionary.
In the case of various testing and commissioning tools,
there do not exist fixed configurations and applications that
shall scan the system and adjust available services
accordingly.
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Figure 2: Example call of IEC 61131-3 FB (top) and
corresponding Python function (bottom)

On the contrary, the utilization of fixed configurations
apply for the GUI applications.

Signal usage complies with PLCs, where application
contains global variables for storing the temporary values
over a single application cycle. Output variables are written
to the process image [5] at the end of each cycle and input
variables read from it at the begin of each cycle. An addi-
tional Python wrapper module has been implemented only
in order to keep applications as simple as possible by adapt-
ing C-style data types, used in the library, into Python data
types in a dedicated module.

IEC 61131-3 vs. Python

Unlike IEC 61131-3, Python does not support function
blocks (FB), that is, why functions shall be used instead.
The main difference between FBs and functions is, that
execution control signals Enable and Confirm are not
needed in functions. All other arguments and return val-
ues have been kept intact. It has been considered, that the
function based API could be used also in other program-
ming languages with minimal changes.

Function arguments are passed in the simplest way,
fixed number of arguments in a fixed order. Arguments for
Python functions may alternatively be passed as named val-
ues, which would allow passing of unsupported arguments
without leading into exception. This would also allow pass-
ing of subset of arguments without exception, which is not
supported in IEC 61131-3. Named arguments are related
with the dictionary data type, which is not supported by other
common languages. Thus, fixed order and fixed number of
arguments are used. When the arguments are provided as
a tuple, they can be passed to the appropriate function as
a single parameter. Figure 2 clarifies the minor differences.

IEC 61131-3 function blocks may return multiple values,
which is not directly supported by functions of more tradi-
tional programming languages. Python supports the diction-
ary data type, which is excellent for the return values — mul-
tiple return values can be provided as dictionary members
and are accessible by key names, which is almost equal to
the IEC 61131-3 function blocks from access point of view.
Same principles are used throughout the Python implemen-
tation of the API as specified in CiA 314. Data structures may
be used accordingly with other languages.

Figure 3: Example SDO operations with separate
arguments and arguments packed into a tuple
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A further possibility in Python is, that multiple argu-
ments may be packed into a tuple and be passed to a
function as a single group of arguments. Such a mecha-
nism enables the collecting of object access information
into a single location, where it is easy to maintain. Major-
ity of the application code remains simple and indepen-
dent of the system configuration. Example of this exists in
Figure 3.

Object access

One of the main tricks with the CANopen library is, that
also objects in the local object dictionary are accessed with
SDO functions. The primary result is, that such a mecha-
nism complies with accessing any kind of functions from
an external library, which conforms the way of working in
most operating systems. Direct memory access, which is
traditionally used as signal object accesses in PLCs, is not
a preferred mechanism in major operating systems. Thus,
additional interfaces are not required and a well-supported
object dictionary (OD) based interface concept may be
used.

A write operation of byte value of outByte into local
network variable 0xA040:0x02 with individual arguments is
shown in line 1 of Figure 3. A tuple defining read arguments
of byte value of local input network variable 0xA4C0:0x03
is composed in line 2. Actual read operation is shown
in line 3, after which the inByte variable contains the
read value. Type of both outByte and inByte shall be
defined according to the object type, c_ubyte in the
example.

Especially in applications with GUI or log file, it is
useful to use SDO abort code decoding function for con-
verting numeric codes into text descriptions. Standard-
ized abort codes are available in machine understandable
format, already translated into several languages. It has
been presented, how this is read and translated into a
decoding function [3]. The optimal implementation varies,
depending on the capabilities of the used programming
language.

Signal and parameter objects

From an application point of view, most significant dif-
ference between signals and parameters is, that param-
eters are accessed only on-demand but signals shall be
regularly updated between application variables and pro-
cess image in the OD. Periodically called functions read
input values from the library and write output values to the
library. Such an approach results a minimum number of
updates and maximum performance, when only values of
the used objects are read and written. If the application

Related articles

Optional structures in CANopen projects
CANopen device configuration editors
SI-Unit and scaling management in CANopen

* & o o

Exception management in CANopen systems

accesses different set of
signals in different modes,
unused signals need not
to be updated.

Parameter  objects
are typically managed in
an application dependent
manner, sometimes indi-
vidually or more often in
groups but almost never
all at a time, especially
in the larger systems.
Parameter accesses shall
be designed carefully so,
that they do not have sig-
nificant impact on the net-

Figure 4: Process image
synchronization with
periodically called functions
coSetOuts() and coGetlnp()

work schedule [1]. Thus, a
general approach for exporting parameter read-and-write
functions cannot be found.

Signal consistency

The typical heartbeat transmission interval is several hun-
dreds of milliseconds and thus it may either be executed
in an own thread or sequentially read as part of signal
synchronization thread one node-ID in each cycle. One
should remember, that reading NMT states shall not be
dependent on the NMT-state, because problems in net-
work structure are most important use cases for system
monitoring. Heartbeat provides an raw operational state
of each device. Such information gives indirect valid-
ity indication for incoming signals — if the source device
is not in operational state or even does not exist, corre-
sponding RPDOs cannot be valid in any case.

Figure 5: Example of getting RPDO status

Status of incoming signals is essential in control sys-
tems and importance increases among the increasing
safety requirements [2]. RPDO status is a standardized
basic service [4] and its results are as easy to be distrib-
uted to the mapped signals equally to the heartbeat sta-
tus from producer devices to the corresponding signals
[1]. A standard API does not exist yet, but a call shown in
Figure 5 is under development and will be proposed into
CiA-314.

Additional cross-reference is required for distribut-
ing the PDO status into meta-information of the mapped
signal. Such information is already available in the RPDO
mapping objects of standard DCF files, when a network
project has been completed. Distribution may be located
into a dedicated abstraction layer service function with
heartbeat consumer information [1].

Parameter consistency

Parameter handling presented in the literature [1] applies
alsotothe Python approach withoutany changes. A special
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case is, that there are two or more devices at the same
node-ID in the network. Heartbeat reveals unambiguously
only missing nodes, not necessarily case, when two or
more devices share the same node-ID. Detection of dupli-
cate devices is typical in various commissioning tools, but
may also be required in control systems.

In the case of two nodes with the same node-ID, the
SDO client receives the first server response normally,
but raises an exception if the second SDO server reply
is received without a client request. Such an error con-
dition shall be read by function CIA314_Get_CANopen_
Kernel_State(), because in such a case the SDO trans-
action seems to end normally and CIA314_Sdo_Read()
or ClIA314_Sdo_Write() does not return any error status.

Depending on the implementation, the status may
also need to be called before the SDO function, in order
to clear the potential error status caused by preceded
operations. Meta information earlier presented in the liter-
ature [1] have been supplemented by the status attribute,
where the SDO status will stored.

Conclusions

Independent CANopen library with Python and Tkinter
provides very efficient GUI implementations, mostly
thanks to the Tkinter layout manager taking care of many
basic widget operations. The CANopen library provides
similar easy-to-use approach by implementing system
integration interface similar to a PLC with CiA-302-4 com-
pliant process image and CiA-314 compliant CANopen
service access functions.

CANopen API specified by CiA-302-4 and CiA-314
is tiny, but still sufficient for interfacing the CANopen sys-
tem. The use of harmonized APl among PLCs and GUls
causes less to learn by programmers. Concise APl results

in fewer opportunities to make mistakes and less code to
be maintained and tested. During two years of develop-
ment work with various applications, more complex API
have not be required.

Cyclic signal update according to the GUI update
rate helps in avoiding overloading GUI framework by
network reception events, which is a common result with
callbacks. The cyclically updated variables approach
introduces only a load required by current application
state.

While a standardized APl exists for CANopen,
re-usability of the approach could be improved fur-
ther by developing a generic hardware abstraction layer
(HAL) based on the CANopen conformance test interface
(COTI) specification [7]. Such an approach has been
used with Local Interconnect Network (LIN) from the very
beginning [8].
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EMC effects underestimated as fault causes

In many machinery and equipment, CAN is the backbone of communication
technology. Despite this, bus systems are often not given the attention they

deserve in preventive maintenance.

t the same time topics as Industry 4.0 and the Internet

of Things (IoT) are bringing to the fore topics which re-
sult in an increasing degree of cross- linking. To avoid the
risk of failure, you need to act now. If we take Industry 4.0
to the next logical step, the whole production will be order-
related for the customer. Problems will disrupt not just the
impacted machine, but the entire chain. Important interme-
diate storage facilities, which can supply products in the
period of interruption are no longer foreseen. The increas-
ing degree of cross-linking is also increasing power den-
sity and therefore susceptibility — for example by electro-
magnetic influences. This emphasizes the importance of a
stable field bus communication.

The umbrella term used is Electromagnetic Compat-
ibility (EMC). EMC considers whether electrical devices
and networks themselves disturb other components (in-
terference source) or are disturbed by other components
(interference sink). The goal is therefore to construct all
electrical equipment so that it doesn’t disturb others and
cannot itself be disturbed.

Types of disturbance

The electromagnetic influence between the interference
source and interference sink is known as coupling. A dis-
tinction is made between:

« Direct coupling - Conductive connection between two
circuits, usually by means of shared supply or ground
line

« Capacitive (electrostatic) coupling - Mutual influence by
the electrical field, for example, by conductors located
close to each other with a high potential difference

+ Inductive (magnetic) coupling - The alternating field
generated by a conductor’s current flow induces a dis-
turbance voltage in other circuits

« External disturbance source - For example, lightning
strike, should be noted in particular if the cables in ex-
tensive installations are routed outdoors

Disturbed serial bus systems

While initially a telegram bit fails occasionally, as the situ-
ation worsens, regular destruction of complete telegrams
may occur. The bus communication failure is often caused
by damage on the bus installation along with electromag-
netic effects. These have a major influence on the data
traffic and during operation result in gradual curtailments,
culminating in a plant standstill. “When we are called to
equipment stoppages, in over half of all cases, we find

Figure 1: Errors in CAN communication are indicated by
the integrated status LEDs and a potential-free alarm
contact (Photo: IVG Gbhringer)

EMC problems,” tells Hans-Ludwig Goéhringer from IVG
Gohringer. For many years, the company has maintained
serial bus systems, such as CAN, and is now a recognized
expert in this field. IVG Gohringer is often called in to trou-
bleshoot equipment stoppages and shares the experi-
ences it has gained in various training courses.

Finding causes

When trying to find the reason what has caused faults, it

should be distinguished between design shortcomings and

bus installation ageing. However, compared with the situ-

ation ten years ago, we are currently seeing much more

emphasis being placed on equipment design which takes

EMC into consideration.

Design deficiencies include:

+ Inferior quality plug connectors rather than industrial
quality

+ Shielding only being fitted on one side

+ Pigtail shielding rather than connections covering the
entire surface

+ No potential compensation or potential compensation
of an inadequate size

+ Power and data cables not kept separate

+ Neutral earthing rather than meshing
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Figure 2: Minimum spacing and distances between
different categories of cable (Photo: IVG Géhringer)

“When looking for the components responsible for
faults, we first consider switching contactors and inverters
with high outputs and correspondingly high currents,” said
Hans-Ludwig Géhringer, adding: “But there are many oth-
er components which are needed for functional processes
and may also be the cause of the problem.” These include:
frequency converters
motors and brakes
photovoltaic systems
coils
fluorescent lamps
heaters
switching power supplies, converters
switches, contactors
wireless sections
magnetic alternating fields
static discharges, arcs

The requirements of electric automation are also on
the rise. Faster speeds in the equipment require shorter
switching times and greater control accuracy when posi-
tioning. “We are seeing more and more switching sequenc-
es and steeper flanks, meaning that high-frequency faults
are increasing too,” explains Hans-Ludwig Géhringer.
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Shielding is important

The most important way of protecting machinery and
equipment from electromagnetic faults is proper shielded
cables and connections. This includes a shield connec-
tion covering the entire surface and earthing at both ends.
Every now and then we see shielding and shielded cables
that are only soldered on at one point. So the shielding is
ineffective, especially at high frequencies. The shielding is
only fit for purpose if it is continuous, closed from one end
to the other and is also connected to the functional earth
with good conductivity. The use of metallic cable bushings
prevents high-frequency faults from penetrating control-
lers and switch cabinets. “Sometimes the shielding is only
used on one side as it is argued that no current can flow
on the shielding,” reports Hans-Ludwig Géhringer, adding:
“But that is nonsense. A high shield current implies there is
no potential equalization — that is where you have to start.”
Which brings us to the next issue.

EN 50310 sets out the minimum requirements for
earthing and potential equalization for buildings with IT
facilities, including electric control technology, bus sys-
tems and networks. We would always recommend chang-
ing from neutral earthing to a meshed earthing system.

Pioneering new technologies
Pioneering new technologies

SYi4

Sensor-Technik Wiedemann GmbH
Mobile Controllers and Measurement Technologies

32-bit controller with max. 136 1/0s and 4x CAN
Freely programmable in ,C* and CODESYS
Certified for safety applications (SIL2, PLd)
Including Memory Protection

Pressure ranges from 0.... 10 bar to 0.... 2000 bar
(Overall accuracy in the temperature compensated range: 1%)

Max. media temperature 150°C / max. ambient temperature 125°C
Wetted parts and case in stainless-steel
CAN-Bus interface

Bauma, Munich
VR il 19— April 17 2016
Hall A5, Booth 125

Sensor-Technik Wiedemann GmbH
Am Barenwald 6 - 87600 Kaufbeuren
Germany

Telephone +49 8341 9505-0

www.Sensor-technik con
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Figure 3: Hans-Ludwig
Gohringer passes on his
knowledge of maintaining
bus systems and networks
in workshops and training

This standard may have
been produced in the con-
text of Ethernet cabling,
but it is useful for all oth-
er bus systems too. “The
main idea behind the
meshed structure is that
the current finds the right
route,” explains Hans-
Ludwig Goéhringer, add-
ing: “In principle, this route
is the right one. But there
is no single solution that
is suitable for all equip-
ment. Even with textbook
meshed earthing, instanc-
es may arise where the
current gets somewhere

sessions (Photo: IVG
Gohringer)

you didn’t want it.” Further-
more, the corresponding
cable cross-sections aren'’t
defined in EN 50310. A structured approach, incorporat-
ing experience from the field, is therefore proposed. Start-
ing with neutral earthing, only specific earth cables should
be used until the weak spots are localized and rectified. It
is useful to produce a lay-out diagram for the equipment
showing earth, power, and data cables. At the same time,
the measurement procedures should be defined and docu-
mented to ensure comparable quality for equipment modi-
fications and extensions.

Ageing and wear

“Moisture, temperature fluctuations, coolant, solvent
vapours, vibrations and alternating flexural loads contin-
ually affect the field bus installation over its entire life,”
explains Hans-Ludwig Géhringer. From the time of com-
missioning at the latest, these various influences leave
their mark in the shape of wear on the bus installation.
Without maintenance measures, sooner or later the signal-
to-noise ratio is used up and the equipment stops.

Figure 4: Detection of earthing contact problems caused
by oxidation processes using a clip-on ammeter (Photo:
IVG Géhringer)

Examples of ageing:
+ Oxidation of contact surfaces
+ Contacts being contaminated by dust, oil, adhesive and
metal dust
+ Cable failure in the cable track
+ Cold soldering points caused by mechanical loading
and strains associated with alternating temperatures
+ Drying out of electrolytic capacitorsShort circuit caused
by mechanical friction
+ Loading of bus cable by chemicals and solvents
+ Formation of whiskers on printed circuit boards
+ Embrittlement of plastics due to UV radiation
The wear cannot be measured or predicted. Contin-
ual condition monitoring has proved a suitable strategy.
Fieldbus systems like CAN are reliable systems with er-
ror tolerance thanks to their functional principle. Special
mechanisms, such as automatically repeating telegrams,
compensate for errors to a certain extent without the user
even noticing. The CAN quick tester C-QT 15 from IVG
Gohringer makes use of this system. The diagnosis mod-
ule is attached at any point on the CAN network, where it
works completely reactionless. It does not measure physi-
cal parameters such as voltage level or signal times; in-
stead it records errors at protocol level. More specifically,
the modules detect a deterioration in bus communication
by detecting missing telegrams, repeat telegrams and
missing communication partners. These errors are indicat-
ed by LED and using a potential-free alarm contact. The
potential-free alarm contact of the C-QT 15 can trigger a
warning light or siren to indicate an error. The alarm con-
tact can also be analyzed by the superordinate controller
or main computer.

Conclusion

Although maintenance staff have increasingly focused on
EMC in recent years, maintenance is often only deployed
in the event of unexpected stoppages. However, the aim
of efficient maintenance must be to maintain the perfor-
mance of the bus systems and avoid unforeseeable faults.
The CAN quick tester C-QT 15 of IVG Goéhringer offers a
simple solution. The compact diagnosis modules provide
the user with continual monitoring. When the first tele-
gram fails to appear, the maintenance staff can respond
and scan the equipment for the error patterns described
here.

Author

Gerhard Baurle
IVG Gohringer
info@i-v-g.de
WWW.i-v-g.de
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' CAN-USB/2 i CAN-PCI/400 CAN-USB/400 CAN-PCle/402

All you CAN plug

CAN-PCle/402

* up to 4 high performance PCI Express CAN interfaces
* DMA busmaster

® Powered by esd Advanced CAN Core (esd-ACC)

* MSI (Message Signaled Interrupt) support

e Electrically isolated

e Provides high resolution hardware timestamp

CAN-USB/400

e 2 high performance CAN-USB interfaces

¢ Powered by esd Advanced CAN Core (esd-ACC)
* USB 2.0 with high speed data rates of 480 Mbit/s
e Electrically isolated

e Provides high resolution hardware timestamp

e Error injection for advanced diagnostic

¢ |RIB B timecode as option

CAN-PCI/400

* up to 4 high performance CAN interfaces

* Powered by esd Advanced CAN Core (esd-ACC)
o Electrically isolated

e Provides high resolution hardware timestamp

e Error injection for advanced diagnostic

CAN-PCI104/200
® PCI104-CAN interface
® One or two CAN interfaces for PCI104 bus

EtherCAN/2

® 10/100 BaseT ETHERNET-CAN Gateway

e Electrically isolated

 Configuration and Diagnostics by webbrowser

CAN-USB/2

e CAN-USB interface

e Intelligent CAN interface with ARM 7

® USB 2.0 with high speed data rates of 480 Mbit/s
e Electrically isolated

e Provides high resolution hardware timestamp

Gateways

o EtherCAT-CAN

® PROFINET-CANopen
¢ PROFIBUS-CANopen
® PROFIBUS-DeviceNet
e EtherNet/S7-CAN

Operating Systems

esd supports the real-time multitasking operating systems
VxWorks, QNX, RTX, RTOS-32 and others as well as Linux
and Windows 32/648Bit systems

CAN Tools

e CANreal: Display and recording of CAN message frames
e CANplot: Display of online/offline CAN data

e CANrepro: Replay of pre-recorded CAN message frames
e CANscript: Python scripting tool to handle CAN messages
e COBview: Analysis and diagnostics of CANopen nodes

The tools are free of charge on the driver CD or can be
downloaded at www.esd.eu

esd gmbh e Vahrenwalder Str. 207 ® 30165 Hannover e Tel: (0511) 372 98-0 © Fax: (0511) 372 98-68 ¢ info@esd.eu ® www.esd.eu
esd electronics Inc. e 70 Federal Street e Suite 2 e Greenfield ¢ MA 01301 USA e Phone: 413-7723170 e us-sales@esd-electronics.com e www.esd-electronics.us
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First class solutions for your
CAN and CAN FD based projects

Apply the complete Vector tool chain to increase the efficiency of
your projects:

Tools for testing, flashing and calibrating ECUs

Flexible bus network interfaces
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High performance Scope for bit accurate signal analysis
Easy to configure AUTOSAR basic software
Worldwide engineering services and trainings
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More CAN power: benefit from Vector’s 25 years of CAN experience

P> Information and downloads: www.can-solutions.com

Vector Informatik GmbH

G
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